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Introduction

Both human and non-human privileged accounts exist every-
where in IT environments. They’re used by IT administra-
tors, as well as business users, to automate and manage 

critical data, applications, and IT services that power successful 
businesses. These accounts used to be safeguarded inside a 
defined perimeter with firewalls, VPNs, and so on. But in the 
always-on, Internet-connected global marketplace, those tradi-
tional perimeters have disappeared as most organizations rely to 
some degree on cloud-based applications to conduct business.

Remote workers, third-party contractors, and business users 
with personal devices are now accessing privileged accounts every 
day across the globe. Making sure these users get easy and secure 
access to the cloud poses ever-growing cybersecurity threats 
from misuse or abuse by cybercriminals and malicious insiders.

According to the 2020 Verizon Data Breach Investigations Report, 
for example, cloud data breaches increased to 24 percent of all 
breaches. Among these cloud breaches, 77 percent involved com-
promised user credentials. And, according to global security firm 
McAfee, more than one out of four or 27 percent of organizations 
using platform-as-a-service (PaaS) has experienced data theft 
from its cloud infrastructure.

About This Book
While privileged access management (PAM) covers all privileged 
access security, this book focuses on the challenges and best prac-
tices involved in privileged access security for the cloud. Its goal 
is to give IT managers, administrators, systems administrators, 
and security professionals a better understanding of the specific 
risks associated with privileged access cloud security — and how 
to minimize and mitigate threats. The stakes are high. One com-
promised local admin account on a remote user laptop can have a 
cascading effect, putting your entire organization at risk.

In writing this book, I assumed you had a basic level of IT exper-
tise and experience, including familiarity with IT networks and 
the use of privileged accounts (human and non-human) across 
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the organization. This book may also be useful in educating busi-
ness unit managers and non-IT executives about the impor-
tance of privileged credential security — and the risks involved 
if resources aren’t allocated to help automate their proper 
management.

Icons Used in This Book
This book uses the following icons to indicate special content.

You don’t want to forget this information. It’s essential to gain a 
basic understanding of privileged access cloud security.

Watch out! Pay close attention to these details. They focus on 
serious issues that have a major impact on you and your organi-
zation’s cloud security.

The Tip icon points out practical advice that saves you time and 
effort in putting together your own privileged access cloud secu-
rity strategy.

Beyond the Book
Managing and controlling access to privileged accounts is a 
continuous process as more applications utilize the advantages 
of cloud-first strategies. Cloud-ready, automated access con-
trol tools are essential to protecting the critical data associated 
with privileged accounts. To help you plan and execute your own 
cloud access control strategy, visit www.thycotic.com for free 
resources, including software tools, white papers, videos, and 
product information.

http://www.thycotic.com
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Chapter 1

IN THIS CHAPTER

 » Recognizing cloud services

 » Seeing how cloud security is different

 » Facing access challenges

Understanding Privileged 
Access Cloud Security

The forces of digital transformation require a new perspec-
tive on how to enforce effective control of privileged access 
and security, especially as organizations expand cloud 

adoption. As your organization moves to the cloud, you need to 
understand the new risks and how traditional security practices 
must evolve to minimize threats.

Looking at Typical Cloud Services
The cloud is basically someone else’s servers in another  location 
that allows you to use those resources when required. The cloud is 
an on-demand, shared network of connected computer resources. 
Cloud services are organized into several categories:

 » Infrastructure as a Service (IaaS): Typically computing, 
networking, and storage that allows you to run your own 
platforms, such as operating systems, applications, and 
databases for your data

 » Platform as a Service (PaaS): Platform dependencies such 
as operating systems, programming languages, databases, 
and web servers that run your applications
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 » Software as a Service (SaaS): Typically an application or 
on-demand software that you subscribe to and use without 
worrying about the underlying dependencies

 » Security Software as a Service (SECSaaS) and Managed 
Security as a Service Providers (MSSP): Cloud solutions 
that help organizations with migrating to the cloud, finding 
skilled security resources, and reducing the dwell time to 
detect data breach security incidents, (which reduce the 
impact or cost of a data breach)

Spotting Key Cloud Security Differences
On-premises security and cloud security are different. I like to use 
the analogy of a car when explaining the differences. On-premises 
security is like parking your car in your garage. You protect the 
car with a garage door, which is the primary security control. You 
don’t need to worry about whether the car door is locked, the 
window is closed, or anyone can see what’s inside the car.

Anyone inside the garage is an authorized privileged user who can 
gain access through the garage door. As long as that person has 
satisfied the security control — such as having the authorized key 
or a garage door opener, she gets access. After she’s inside the 
garage, she can move around as required.

When securing a cloud environment, the garage door method doesn’t 
work. If you drive your car out of the garage and park it in a shared 
parking lot, which is similar to what the cloud is in terms of being 
a shared resource, you need to reconsider the security controls:

 » Access control to the car (privileged access management)

 » The ability to see inside the car (encryption)

 » Identity verification of the person accessing the car (multi-
factor authentication)

Controlling access to the cloud is one of the most critical secu-
rity controls a company can undertake. You need to not only pro-
tect the authentication to the cloud applications but also provide 
continuous validation and verifications of privileged user actions 
after they’ve been authenticated.
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Seeing the Benefits of Cloud Security
Cloud solutions come with many benefits:

 » High availability and geo-redundancy: You can’t underesti-
mate the confidence that access will always be there despite 
service disruptions or outages. 

 » Pay as you go, minimizing upfront investments: Avoid the 
demands and hassles of getting permission for a capital 
expense in limited IT budgets.

 » Reduced time spent on maintenance: Many IT teams are 
short-staffed these days. Avoid server maintenance and 
software upgrades that waste resources and time. 

 » Hitting the ground running: Your cloud solution is easy to 
set up, and the latest version is always at your fingertips 
without procuring expensive hardware.

 » Highly secure: Cloud solutions provide more security tools, 
integrations, and options for security pros to utilize.

Dealing with Cloud Security  
Access Challenges

With the benefits of cloud solutions (see the preceding section), 
you also must recognize the hurdles. The security for the cloud is 
different and introduces many new challenges. According to the 
Open Web Application Security Project (OWASP), the biggest risks 
and challenges most organizations face are

 » Accountability and risk

 » Identity federation

 » Regulation and compliance

 » Business continuity and resilience

 » Privacy and third-party usage of data

 » Service and data integration

 » Multi-tenancy and physical security
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 » Incident analysis and security

 » Infrastructure security

All these challenges have to have causes, right? The following 
list gives you the top causes for security incidents and breaches 
related to the cloud:

 » Poor access management: Default passwords, credential 
stuffing, phishing, and abusing stolen credentials are all too 
common causes of security breaches.

 » Insecure applications and APIs: Automation without 
authentication, hardcoded passwords and tokens, and even 
clear text authentication often lead to security incidents. 
DevOps has increased these security risks as well.

 » Misconfigured cloud storage: Public-facing database 
breaches can result from misconfigured security policies’ use 
of default settings, which sometimes means giving public 
access to everyone. Default settings don’t always mean 
security is enabled.

 » Distributed Denial of Service (DDoS) attacks: When a 
cloud service becomes the target of a DDoS attack, you 
become a secondary victim. If you’re totally dependent on 
the cloud service, your service will also be impacted.

 » Overprivileged users: This practice means that after an 
attacker has compromised an overprivileged account, he can 
carry out the attack in fewer steps.

 » Shared credentials: Lost visibility, poor audit trails, and no 
control with shared credentials result in easy-to-guess 
passwords or poor practices.

 » Password only security controls: For many companies, a 
single password is the only security control keeping unau-
thorized cybercriminals from abusing their cloud solutions.

 » Securing third-party access and remote employees: 
Opening access means you lose control and visibility. Identity 
access management (IAM), which is the process that 
combines policies and technology to enable authorized 
access, becomes the new perimeter.

 » Shadow IT: The practice of employees obtaining their own IT 
solutions and cloud services without approval from IT is 
called Shadow IT.
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Chapter 2

IN THIS CHAPTER

 » Asking the right questions to assess risk

 » Assessing considerations in your 
approach to privileged cloud access

Securing Privileged 
Cloud Access

Securing privileged cloud access begins by understanding 
what it means for your specific organization and how the 
causes for incidents outlined in Chapter  1 affect you. That 

means you need to ask the right questions. Some organizations 
assume access relates only to certain roles or employees. In fact, 
most privileged access also involves non-human accounts that 
manage infrastructure, remote access, automation, service 
accounts, third-party access, and DevOps privileged accounts.

Mapping Cloud Apps and Data
In order to secure cloud access, begin by understanding where 
data and applications are and how they’re used so you can map 
both to your privileged access security controls. Get started by 
answering these key questions:

 » Why are privileged accounts needed? What tasks do your 
privileged accounts perform in your organization?

 » What types of privileged accounts do you need? What 
accounts are typically related to the level of access that these 
accounts have throughout the organization?
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 » Who uses privileged accounts and how often? Are 
privileged accounts used by the cybersecurity team to deploy 
patches, the support team to fix issues, third parties to 
deploy software, or developers to execute code?

 » Where are privileged accounts found? Have you mapped 
locations, such as public cloud, cloud storage, SaaS applica
tion login, or web services?

 » How do privileged accounts get used? Are privileged 
accounts automated, interactively entered by a person, 
copied/pasted, or auto-filled?

 » How are privileged accounts secured? Are privileged 
accounts protected with multiple security controls or just a 
simple human created password?

 » What is the risk impact? If privileged accounts get compro
mised, what’s the possible malicious activity an attacker can 
do with the account?

Business users may not have elevated privileges for a specific 
account, but they may have access to sensitive privileged data, 
such as a doctor with access to all patients’ records.

Approaching Privileged Cloud Access
When you start your journey to privileged cloud access, take into 
account these considerations:

 » Define access: Your business functions rely on data, 
systems, and access, and dependencies on these entities 
vary from one organization to another, so make sure to 
define your privileged cloud access. If you aren’t sure how to 
get started, refer to your disaster recovery plan — it typically 
classifies your critical business systems, applications, and 
data. Then, map your privileged accounts to your business 
risk and business operations.

 » Develop IT cloud access policies: Your organization should 
have a policy that details acceptable use and responsibilities 
for privileged cloud accounts. Your working understanding 
of who has privileged access, and when it’s used, is vital. 
Treat privileged accounts separately by clearly defining a 
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privileged account and spelling out acceptable use policies. 
Identify and track ownership of privileged accounts through
out their life cycle.

 » Use a risk register: Use a risk register as part of your IT 
cloud access policy that requires any new cloud application 
to register the data impact risk along with the privileged 
access management (PAM) matrix questions. You can 
automate this with a risk classification that determines what 
additional security controls must be included to reduce any 
risks identified.

 » Discover your privileged accounts: Automated PAM 
software identifies your privileged accounts, implements 
continuous discovery to curb privileged account sprawl, 
identifies potential insider abuse, and reveals external 
threats. Ongoing visibility of your privileged account 
landscape is central to combating and reducing cyber
security threats.

 » Understand business users’ privileged access: All access is 
becoming privileged whether it’s due to the level of access of 
the account or the access users have to sensitive company 
data. Business users fall into this category, so consider them 
as having privileged access.

 » Protect your passwords: Verify that your solution can 
automatically discover and store privileged accounts; schedule 
password rotation; audit, analyze, and manage individual 
privileged session activity; and monitor accounts to quickly 
detect and respond to malicious activity. Protecting your 
privileged account cloud passwords goes beyond having a 
password manager. Establish Single Sign-on sessions to target 
systems for better operational efficiency of administrators 
that combine multifactor authentication and privileged  
access security.

Minimize the ability for humans to create and choose pass
words. This oversight reduces cyberattacks that use tech
niques, such as credential stuffing, while minimizing exploits 
of bad cyber hygiene behavior, such as password reuse.

 » Limit IT admin access: Develop a leastprivilege policy to 
enforce least privilege on endpoints and to limit IT admin 
access to cloud applications without disrupting business 
operations. Privileges should only be granted on demand 
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when required and approved. Least-privilege and application-
control solutions enable seamless elevation of approved, 
trusted, and whitelisted applications while minimizing the  
risk of running unauthorized applications.

 » Monitor and record sessions: Your PAM solution should 
monitor and record privileged account activity, which helps 
enforce proper behavior and avoid mistakes by users. Audit, 
record, and monitor privileged activities to assist with 
regulatory compliance.

 » Detect abnormal usage: Visibility into the access and 
activity of your privileged accounts in real time helps catch 
suspected account compromise and potential user abuse. 
Track and alert user behavior. Early detection of security 
incidents significantly reduces the cost of a data breach.

You must manage, monitor, and restrict the administrative 
access of IT outsourcing vendors and managed service 
providers (MSPs) to cloud and internal IT systems because 
many incidents result from compromised third parties.

 » Respond to incidents: Include privileged access in your 
incident response plan in case an account is compromised. 
Simply changing privileged account passwords or disabling 
the privileged account isn’t adequate when a privileged 
account is breached. If you need help with your incidence 
response plan, check out thycotic.com/solutions/
free-it-tools/free-privileged-account-incident- 
response-policy-template.

 » Audit and analyze: Continuously monitoring privileged 
account usage via audits and analysis reports helps identify 
unusual behaviors that may indicate a breach or misuse. 
These automated reports track the cause of security 
incidents and demonstrate compliance with policies and 
regulations.

https://thycotic.com/solutions/free-it-tools/free-privileged-account-incident-response-policy-template/
https://thycotic.com/solutions/free-it-tools/free-privileged-account-incident-response-policy-template/
https://thycotic.com/solutions/free-it-tools/free-privileged-account-incident-response-policy-template/
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Chapter 3

IN THIS CHAPTER

 » Starting with a least-privilege 
everywhere strategy

 » Automating and integrating access 
controls

 » Making trust adaptive and dynamic

Five Best Practices for 
Securing Privileged 
Cloud Access

This chapter explains five best practices for enabling privi-
leged cloud access security without perimeters. It outlines 
how you can secure access by your IT administrators and 

privileged business users to the systems, applications, and data 
they need to perform their jobs from any location while satisfying 
strong access security controls and continuous verifications of 
identities.

Enable Widespread Least-Privilege  
Access Security

Least-privilege cybersecurity enables enforcement of a zero-trust,  
risk-based security model. After a user is verified, the user’s 
access is limited to only what’s necessary to accomplish a specific 
task or job. In the past, least privilege was seen by employees as 
a negative experience that prevented them from performing their 
jobs when privileges were restricted and that increased IT sup-
port calls to gain access. As a result, organizations often enabled 
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local privileged access for almost every employee — a highly risky 
practice that can be abused by cybercriminals to elevate privileged 
access.

Fortunately, some solutions facilitate just-in-time (JIT) privi-
leged access to the cloud with detailed security controls. With this 
in mind, IT and business users can

 » Get the access they need when they need it

 » Increase productivity

 » Reduce support costs

 » Minimize risks from cyber threats

For example, if a user needs access to a database or cloud stor-
age that contains sensitive data after she has already authenti-
cated, she should be required to get further authorization. That 
authorization could include on-demand security controls, such as 
multifactor authentication, access workflow, and the recording of 
session activity to assure the risk of abuse is reduced.

With many organizations operating in hybrid on-premises and 
cloud environments, implementing least privilege on servers or 
endpoints isn’t enough. Least-privilege security controls must 
encompass all privileged access, including cloud-based systems, 
applications, databases, and infrastructure.

Automate Access to Make  
Security Work for You

Security controls must be scalable, efficient, and require the least 
amount of resources possible  — and that requires automation. 
For example, organizations that experience a breach can reduce 
the cost of a cyber incident by half if they have automated con-
trols. With a shortage of skilled IT security professionals, auto-
mated tools are essential to managing consistent and secure cloud 
privileged access.

Automation also mitigates the risk of human error by reducing 
the amount of manual effort required to complete tedious and 
repetitive low-level tasks. Leverage solutions with application 
programing interface (API) capabilities that can be integrated into 
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automated workflows and ticketing systems to streamline access 
approvals and provide access automatically after proper identity 
verifications have been completed.

Integrate Solutions to Create  
a Security Society

Siloed cloud security solutions are no longer acceptable. Your cloud 
security controls should offer automated API integration of other 
security tools. Integrated solutions help create a “security society” 
where all tools and components can enhance and complement each 
other to improve security posture and reduce overall cyber risks.

For example, consider a vulnerability scanner that needs to scan a 
cloud infrastructure and requires privileged access to conduct the 
scan successfully. Instead of duplicating credentials for the scan, 
you can integrate the vulnerability scanner to a privileged access 
cloud security solution.

Security solutions that integrate are solutions that work in the 
background, bringing more value to an organization.

Minimize User Friction by Implementing 
Usable Security Solutions

Users have too often viewed security controls as a barrier to pro-
ductivity. Time and again, productivity and ease of use are the 
very benefits that drive users to move to the cloud. Your privileged 
access cloud security solution must build in ease of use, operating 
in the background as much possible. Security tools that are too 
complex aren’t just difficult to use; they’re downright dangerous.

Security solutions must add value to the business on multiple 
levels:

 » Having an intuitive interface

 » Being quick to learn

 » Providing immediate value

 » Contributing to making each user’s job easier
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Implement transparent and highly extensible tools, so you can 
match your own workflow and systems.

Move Beyond Zero Trust to Adaptive 
Risk-Based Trust

A least-privilege security model assumes that for any user or 
system to gain authorized access, the prospective user must earn 
trust through verification controls. Implementing this model 
poses challenges because going from trusting everything in the 
network to trusting nothing typically frustrates employees and 
impacts productivity. Most organizations now recognize security 
controls that reduce productivity will ultimately be rejected and 
become ineffective.

As more critical resources and data continue to move to the cloud, 
your security controls must be dynamic and able to adapt to evolv-
ing threats. Create policies or rules across the enterprise for iden-
tities, services, applications, data, and systems. For example, you 
can have an “always-verify” and “always-monitor” policy for 
third-party vendors or contractor identities. Internal employee 
classifications would be adaptive based on the sensitivity of the 
data being accessed. An always-verify policy requires credentials 
and multifactor authentication, while an always-monitor policy 
audits and records all activity.

Zero-trust grants only necessary access to critical assets. Organi-
zations typically start with a zero-trust approach beginning with 
high-risk areas such as supply chain, contractors, temporary 
employees, sensitive networks, and privileged accounts. Compa-
nies are extending their zero-trust security approach to remote 
employees, third-party vendors, and contractors who need access 
to corporate resources.

Adaptive risk-based trust enables the business to reduce risk by 
using zero trust as the baseline for how organizations build trust 
scores that will be used to determine how much security must be 
satisfied to gain access to the cloud, applications, networks, and 
systems.
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